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...... EPATHOBJ::pprFlattenRec() is an internal routine for applying this

process to

a linked list of PATHRECORD objects.
If you follow the logic, you can see that the PATHRECORD object
retrieved from
newpathrec() is mostly initialized, but with one obvious error:

EPATHOBI::pprFlattenRec(_PATHRECORD *)+33:

.text:BFA122CD
.text:BFA122D0
.text:BFA122D1
.text:BFA122D4
.text:BFA122D7
.text:BFA122DA
.text:BFA122DC
text:BFA1224E
text:BFA122E1
text:BFA122E4

mov
push
mov
mov
lea
xor
mov
mov
and
mov

eax, [esi+PATHRECORD.prev]

edi

edi, [ebp+new]
[edi+PATHRECORD.prev], eax (1)
eax, [edi+PATHRECORD.count]
edx, edx

[eax], edx (2)
ecx, [esi+PATHRECORD.flags]

ecx, OFFFFFFEFh
[edi+PATHRECORD.flags], ecx  (3)

The next pointer is never initialized! ......

Ormandy

; load old prev

; get the new PATHRECORD

; copy prev pointer over

; save address of count member
; set count to zero

; load flags
; clear bezier flag
; copy old flags over

—— Tavis

LEFXH next IBHZ 4 ? RYBRHUERET L ?
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Windows BIfs FAARLGHIEL A EVEEMLEE R ? it
B ERNROEESRE:

B ? BE? HI? (RE)R/BIR ? mByRE? L.

Windows B, F R AR EAMAY:

‘The GDI pen objects manage pens.
-The device context objects manage other line and curve
drawing attributes.

‘Now we need something to manage geometric shapes. This
brings us to the GDI path objects.

—— Feng Yuan

GDI path objects — it R 5 BMHESHEIESE

B EFMKZE — PATH TR 4

The Win32 API does not provide any functions to create
PATH_TYPE objects directly, although you may have always
suspected that some object must be created.

GDI objects need to be selected into a Device Context to be
used in GDI drawing calls. A path, unlike other GDI objects,
does not have an explicit selection function. It's selected
implicitly when it's created.

—— {Windows Graphics Programming Win32 GDI and
DirectDraw)

—tNiLRRH TS
FAE  EhASIRER -GDI Debugger Extension

A, Eig EHERL.. B

Eﬂ)

VoLl
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B ETFMKE — PATH BUBLEH

BeginPath()

PolyDraw()

NtGdiBeginPath()

d\ B
o £

HmgShareLock
DCOBJ::DCOBJ DC object +00 hHmgr
DHPDEV - o +04, ShareCount _ object header

+08| Exclusivelock / Flag

PDEV S
PATH object +0d Tid

NtGdiPolyDraw()

EPATHOBJ::bPolyBezierTo(

EPATHOBJ-\'addpoints()

EPATHOBIJ::createrec()

XEPATHOBJ::XEPATHOBJ gcMaxHmer win32kIPATH
DCLEVEL +10] ppachain _ PATHALLOC struct 01 PATHALLOC struct 02
+14) pprfirst +00 ppanext —— +00| ppanext —>
hpath +18| pprlast >NULL 404 pprfreestart +04| pprfreestart
flPath +10 refxBoundBox 408 siztPathAlloc +08] siztPathAlloc
+0G PATHRECORD +0C PATHRECORD
' PATHALLOCSIZE
r OXFCO
i ]

(1) win32k!PATH PATHRECORD

(2) win32k!PATHALLOC

(3) win32k!PATHRECORD

WangYu, All Rights Reserved.
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PATH struct PATHALLOC 01 PATHALLOC 02 PATHALLOC N PATHALLOC:freelist
ppachain —> | ppanext —> | ppanext —_—> VOIDfrziepf;rt‘:;lzii:f;;x/iéca‘ppa)
pprfirst pprfreestart —— pprfreestart  ——
pprlast siztPathAlloc siztPathAlloc

PATHRECORD PATHRECORD
......... pprnext —1—> | | pprnext —
pprprev <= | Ppprprev
flags flags
count count
aptfx.x [0] aptfx.x [0]
aptfx.y aptfx.y
PATHALLOC aptfx.x [n]
Remaining space < %
PATHRECORD PATHRECORD PATHRECORD
pprnext é_» Next.. | Pprnext —> | pprnext  (4)| ——> ???
pprprev <—1— Prev. pprprev <—— | pprprev (1)
flags flags flags (3)
count count count (2)
aptfx.x [0] aptfx.x [0] aptfx.x [0]
aptfx.y aptfx.y aptfx.y
PATHALLOC < aptfxx [n]
Remaining space aptfx.y

WangYu, All Rights Reserved.

B ETFMKE — PATH BUBLEH

FEXREMEIELEM
-win32kIPATH
-win32k!PATHALLOC
-win32k!PATHRECORD

BSZ, %H PATHALLOC 2 "PATH RfFithEIE2:" AYSLER,
EHEFT "R "RIRZ=EEL" KN =ZTER.

/ER, ZER "KM ARERRZEEYKRN, Mt
B2 K/ ( PATHALLOCSIZE )

51 PATHRECORD ESLFRHYATFERF N, Bt ERIRIT
BEIZTFfE _POINTFIX [fEE. A/ NREIERLTFXH,
"m" TERAENERMENELLTE (flattening ),
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1L FkA1E12)5IF2 EPATHOBJ::pprFlattenRec() LA ERIIARZE
EPATHOBJ::bFlatten(), 1R% next IEHREEALT.,

/*
** Cruise over a path, translating all of the beziers into sequences of lines.
*/
BOOL EPATHOBIJ::bFlatten()
{
for (PATHRECORD *ppr = ppath->pprfirst; PATHALLOC 01 ppr
ppr != (PPATHREC) NULL; PATH struct
ppr = ppr->pprnext) ppachain PATHRECORD PATHRECORD PATHRECORD
{ pprfirst —> | pprnext —> | pprnext —> | pprnext — > NULL
if (ppr->flags & PD_BEZIERS) ppriast <—  pprprev <— | pprprev <— | pprprev
{ flags PD_BEZIERS flags
ppr = pprFlattenRec(ppr); | ... count count count
______ aptfx.x [0] aptfx.x [0] aptfx.x [0]
} aptfx.y aptfx.y aptfx.y
S s aptfx.x [1]
aptfx.x [n] aptfx.y
______ Tty |
aptfx.x [n]
return TRUE; aptfx.y

EPATHOBI::pprFlattenRec(PATHRECORD *ppr)
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PPATHREC EPATHOBIJ::pprFlattenRec(PATHRECORD *ppr)

{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst > pprnext > | pprnext —> | pprnext [N
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev <— | Pprprev <— | Pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev; ~ b————J e [
if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node
// 4. flattening
// 5. init the next-link of the new record
pprNew->pprnext = ppr->pprnext;
if (pprNew->pprnext == (PPATHREC) NULL)
ppath->pprlast = pprNew; // either insert the record to the tail (pprlast)
else
pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node
// 6. return
return(pprNew);
}
BT ERREBEIVIAMLG ?
\
next I8t E =M1 -
PPATHREC EPATHOBJ::pprFlattenRec(PATHRECORD *ppr)
{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd,MAXLONG) != TRUE)
. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst > pprnext > | pprnext pprnext [N
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev <— | pprprev pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev; e D S e [
if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node PATHRECORD
pprnext
// 4. flattening pprprev
...... flags
count
// 5. init the next-link of the new record

pprNew->pprnext = ppr->pprnext;
if (pprNew->pprnext == (PPATHREC) NULL)

ppath->pprlast = pprNew; // either insert the record to the tail (pprlast)
else

pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node

// 6. return
return(pprNew);
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PPATHREC EPATHOBIJ::pprFlattenRec(PATHRECORD *ppr)

{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst RSN pprnext —> | pprnext —> | pprnext [N
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev <— | Pprprev <— | Pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev; e T D (S e [
if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node PATHRECORD
pprnext
// 4. flattening pprprev
...... flags
count
// 5. init the next-link of the new record
pprNew->pprnext = ppr->pprnext;
if (pprNew->pprnext == (PPATHREC) NULL)
ppath->pprlast = pprNew; // either insert the record to the tail (pprlast)
else
pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node
// 6. return
return(pprNew);
}
BITERIRGRIYIALE ?
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PPATHREC EPATHOBJ::pprFlattenRec(PATHRECORD *ppr)
{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst > pprnext pprnext —> | pprnext [N
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev pprprev <— | Pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev; e T e e (o
if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node PATHRECORD
pprnext
// 4. flattening pprprev
...... flags
count
// 5. init the next-link of the new record

pprNew->pprnext = ppr->pprnext;
if (pprNew->pprnext == (PPATHREC) NULL)

ppath->pprlast = pprNew; // either insert the record to the tail (pprlast)
else

pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node

// 6. return
return(pprNew);
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PPATHREC EPATHOBIJ::pprFlattenRec(PATHRECORD *ppr)

{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst > pprnext pprnext —> | pprnext [N
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev pprprev <— | Pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev;  b————J ] e e
if (oprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node PATHRECORD
pprnext
// 4. flattening pprprev
...... flags
count
// 5. init the next-link of the new record
pprNew->pprnext = ppr->pprnext;
if (pprNew->pprnext == (PPATHREC) NULL)
ppath->pprlast = pprNew; // either insert the record to the tail (pprlast)
else
pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node
// 6. return
return(pprNew);
}
BITERIRGRIYIALE ?
\
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PPATHREC EPATHOBJ::pprFlattenRec(PATHRECORD *ppr)
{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATNRECORD PATHRECORD
pprNew->count = 0; pprfirst > | pprnext pprnext —> | pprnext —
pprNew->flags = (ppr->flags & ~PD_BEZIERS); pprlast <— | pprprev pprprev <— | pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev; ~ L————J ] e
if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node PATHRECORD
L pprnext
// 4. flattening - N pprprev
...... - Y flags
. /\ g count
// 5. init the next-link of the new record > \"'\/

pprNew->pprnext = ppr->pprnext;

if (pprNew->pprnext == (PPATHREC) NULL)
ppath->pprlast = pprNew; // either insert the record to the tail (pprlast)

else

pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node

from GraphicsPath MSDN documentation

// 6. return
return(pprNew);
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PPATHREC EPATHOBIJ::pprFlattenRec(PATHRECORD *ppr)

{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst > pprnext pprnext pprnext [N
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev pprprev pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev; ~ b————J ] e e
if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node PATHRECORD
pprnext
// 4. flattening pprprev
...... flags
count
// 5. init the next-link of the new record
pprNew->pprnext = ppr->pprnext;
if (pprNew->pprnext == (PPATHREC) NULL)
ppath->pprlast = pprNew; // either insert the record to the tail (pprlast)
else
pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node
// 6. return
return(pprNew);
}
BITERIRGRIYIALE ?
\
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PPATHREC EPATHOBJ::pprFlattenRec(PATHRECORD *ppr)
{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst > pprnext pprnext pprnext [N
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev pprprev pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev; ~ b————J ] e [ e

if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else

pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node

// 4. flattening

// 5. init the next-link of the new record
pprNew->pprnext = ppr->pprnext;
if (pprNew->pprnext == (PPATHREC) NULL)
ppath->pprlast = pprNew; // either insert the record to the tail (pprlast)
else

pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node

// 6. return
return(pprNew);

PATHRECORD

pprnext 8
pprprev
flags
count
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PPATHREC EPATHOBIJ::pprFlattenRec(PATHRECORD *ppr)
{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)

. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst > pprnext pprnext o | pprnext RN
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev pprprev pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev; ~ b————J ] e ] e
if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst) pprew
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node PATYRECORD
pprnext 8
// 4. flattening pprprev
...... flags
count
// 5. init the next-link of the new record
pprNew->pprnext = ppr->pprnext;
if (pprNew->pprnext == (PPATHREC) NULL)
ppath->pprlast = pprNew; // either insert the record to the tail (pprlast)
else
pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node
// 6. return Iz e N J (S| BREs =
return(pprew); ALK pprNew TR 1FE] T REMYIIANY, FBANBR ZiE LR
! e .)
s =5 TR _jr == ‘_|_-|7_[|.u=qgé
kY 2 ==
BRBEZFAFITELT Y
PPATHREC EPATHOBJ::pprFlattenRec(PATHRECORD *ppr)
{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
. ppr
return (PPATHREC) NULL; PATH
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst > pprnext pprnext —> | pprnext [N
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev pprprev <— | Pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev; ~ b————J ] e e
if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node PATHRECORD
pprnext —_> ???
i rprev
/1 4. flattening if (newpathrec(&pprNewNew,&maxadd, MAXLONG) != TRUE) :p P
""" return (PPATHREC) NULL; 285
count
// 5. init the next-link of the new record

L ] pprNewNew
pprNew->pprnext = ppr->pprnext;
if (pprNew->pprnext == (PPATHREC) NULL)

) NUL ) PAJHRECORD
ppath->pprlast = pprNew; // either insert the record to the tail (pprlast) pprmext
else ) pprprev
pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node f
lags
// 6. return count
return(pprNew);




return NULL

PPATHREC EPATHOBIJ::pprFlattenRec(PATHRECORD *ppr)
{
// 1. create a new record
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)

return (PPATHREC) NULL; PATH ppr
// 2. init some fields (count/flags ...) ppachain PATHRECORD PATHRECORD PATHRECORD
pprNew->count = 0; pprfirst JEEEEN pprnext pprnext —> | pprnext [N
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ppriast <— | pprprev pprprev <— | Pprprev
flags PD_BEZIERS flags
// 3.init the prev-link of the new record [~ count count count
pprNew->pprprev = ppr->pprprev;  L———J L ] e e

if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node PATHRECORD

pprnext —>

rprev
if (newpathrec(&pprNewNew,&maxadd, MAXLONG) != TRUE) il

""" return (PPATHREC) NULL; flags
count

// 4. flattening

// 5. init the next-link of the new record
pprNew->pprnext = ppr->pprnext;

if (pprNew->pprnext == (PPATHREC) NULL) r
ppath->pprlast = pprNew; // either insert the record to the tail (pprlast) etUr
else NULL ?

pprNew->pprnext->pprprev = pprNew; // or insert the record to the next node

// 6. return
return(pprNew);

[o] AR R

win32k!EPATHOB]J::pprFlattenRec FIFZH)— N2 W FRESD
[RESLERERERSE I w Y ex st

R Z AR pprNew TR MR ERER, MiZTREIYEA
BARA, AABEERASENRNEEE.

YR pprNewNew TR RTFHIBELM, M PATHRECORD %i3k
R SG IR —— — N IIAL T — /9 pprNew T3 R
ATHER, LEBRYIBCERS —— pprNew.next RJERER
E.

B LR RIE S A1) pprNew.next, MiEXsEHKITSMW
SlEfa e ?

IERATEE T, BH/LMARENZINRIGHEIR?




T HeTRYE=E

B4 T 735 A EEhEFTHRAVEIE

fim: BB EBS5EE; pprNew.next f1R A NULL EREET =
R EAI freepathalloc FHEITE %%; PATHRECORD i REETRE
ES

GBS %h T 732 B: Patch it #XEstbiRNeg, ZAHylH
FE: AEZE Inline Hook, 1 FWH#MANT
fRem - PATHALLOC bW #4525 B PATHRECORD- iR HET R EHL
EXANT AR A: EESHEIZLIERD
RE HERIERIEZS
ER4NT AEB: ESHRIZENRD
BERIBMENRIER T4

MIELHTHER

2013 5 6 H 26 H, ik E4&fAY Windows Blue Release
Preview Build-9431 lRFEZREE TiXMNoj@l, XEF7H 9
EE“J‘T‘IEJ_EO Windows 8 9200 ! lea  eax, [ebp-DESN] Windows Blue RP 9431

esi, [ebpevar_F8] 1 push eax
lea ebx, [ebpsuar_100] | lea eax, [ebp-DECh]
nou edi, edx . nov ecx, edx
nou [eax+h], ecx I push eax
call  ?newpathrec@EPATHOBJGRIAEHPAPAU_PATHRECORDEGPAKKEZ call  ?newpathrec@EPATHOBJGAIAEHPAPAU_PATHRECORDBAPAKKAZ
cnp ax, 1 . cnp eax, 1
jnz short loc_1E9861 ! jnz short loc_28CCA
loc_1E9801: I Joc 28CCH:
v xor ebx, ebx
xor eax, eax . jmp loc_8254B
imp loc_117371 ! 1oc_s25up: ; CODE XREF
loc_117371: ; CODE XREF 1 nov eax, [esi+och]
nov ecx, [ebp+uar 8] 1 noy edx, [ebpsuar EN]
pop edi . add eax, 2
pop esi ! lea ecx, [esiteax=8)
Xor ecx, ebp Il nov eax, [edx+8]
pop eb . n eax, [eaxs1Bn] . ‘o N
call @ _security check_cookie@h ! nou [eaxeh], ecx ppath ”,::;::Z'T;:Z'c'(':::’i':vh
leave 1 nou eax, [edi] X " .
reta & ; nou [esi], eax ; pprNew->pprnext = ppr->pprnext;
. test eax, eax
1 jz short loc_825aD ; if (pprNew->pprnext == NULL)
| oy [eax+u], esi ;pprNew->pprnext->pprprev = pprNew;
! loc_s256E: ; CODE XREF
1 nov eax, ebx
EPATHOBJ::pprFlattenRec(ppr) ! 1oc_s2s70: ; CODE XREF
I nou ecx, [ebpevar 8]
CVE-2013-3660 | pop edi
. 0] esi
5-Dec-1990 — 9-Jul-2013 i Yor  ecx, ebp
1 pop ebx
. call @__security_check_cookie@4
! nou esp, ebp
] pop ebp
. etn &




SIS
s N

HIE, X2 EIAEIEMF ?

PR LA TIE.." <o what
A ERRER R ..

RART ? EAFTE..

"MRATREBENT, RERHEEERTET...
SRR ?

LBEE—-RNERERRN "ERLASA" 1R A,

(1) ¥l PATHALLOC A7t
(2) RUAEETMAIME




A —PBNER — BSoD jE/RPER

http://blog.cmpxchg8b.com/2013/05/introduction-to-windows-kernel-security.html

(1) FF CreateRoundRectRgn EFITREBFEARTE, EHREEDMILF
i}

(2) BhiR RN "R B REA PATHALLOC ATFit —— it
(3) fBHiEA EPATHgAgJ::bFlawamLﬁHE%‘ﬁr‘\ﬁjﬂi|‘u1%£

ppachain PATHRECORD PATHRECORD PATHRECORD
pprfirst —> | pprnext pprnext —> | pprnext — >
pprlast <— | pprprev < pprprev <—| pprprev
flags PD_BEZIERS flags
......... count count count
] e e PATHALLOC::freelist

#define FREELIST_MAX 4

RN — AT
3.1 F—RiEA

PATHRECORD 0x41414141

EPATHOBJ::bFlatten: l_ pprnext 5 0x41414141 | 0x41414141

& O] AR, MERERaER pprprev BsoD 01414141

0x41414141

3.2 B RIAR cou St
— X

EPATHOBJ bFlatten ......... 0x41414141

0x41414141

WA HER, F=4ih0)Ef) 0§41414141

0x41414141

WangYu, All Rights Reserved.

MAE ZFrEr — 3 K2R EX

http://seclists.org/fulldisclosure/2013/May/91

...... The bug is really nice, but exploitation when allocations start failing is tricky.
As vuln-dev is dead, I thought I'd post here, I don't have much free time to work
on silly Microsoft code, so I'm looking for ideas on how to fix the final obstacle
for exploitation ......

B— I RAPSt (MAREIREEE) B "= BIFZVEA PATHALLOC i,
win32k!EPATHOB::bFlatten() FIFE7EiEA tERAT R 15[ X PT I RIIR =tk «

// generate a large number of Bezier Curves made up of pointers to our PATHRECORD object.

for (PointNum = 0; PointNum < MAX_POLYPOINTS; PointNum-++)

{
Points[PointNum].x = (ULONG)(PathRecord) >> 4;
Points[PointNum].y = (ULONG)(PathRecord) >> 4;
PointTypes[PointNum] = PT_BEZIERTO;

}

LB B9 e MR BN AR P AR $2 89 PathRecord T mpgE ik,
win32kIEPATHOBJ::bFlatten() 21501 EEMREIG S 15I0] PathRecord->next

PathRecord->next = (PVOID)(0x41414141);
PathRecord->prev = (PVOID)(0x42424242);




MAE ZFrEr — 3 KAZ 8RR EX

http://seclists.org/fulldisclosure/2013/May/91

PATHRECORD
Ox41414141 . [pprnext e
BSoD | —
pprprev
flags
count
Ring-3
ppr ..
PATH PATHALLOC 01 Ring-0
ppachain PATHRECORD PATNRECORD PATHRECORD
pprfirst > | pprnext pprnext —1 > | pprnext [N
pprlast <— | pprprev pprprev <}— | pprprev
flags PD_BEZIERS flags
count count count PATHALLOC::freelist
--------- #define FREELIST_MAX 4
REEFR =L TARNER,
BIMEE—FMEE — B —#E09: Ring-3
PATHRECORD PATHRECORD
BYER— AT PIK A1) T JEE R ; Tpmet L o
n— B gl N = pprprev Ring-3
ME—RIBIEHHERN T —H3|5 flags PATHRECORD
m FﬁquE’J PATHRECORD _.ﬁu\\ y count PAT’:F?E&)RD
wmisEdEE Y, 00 [ Ring-3
B ERIBE THEMERER, PATHRECORD

WangYu, All Rights Reserved.

NAFE=ME — SIS AER

http://www.exploit-db.com/exploits/25611/
...... I'm quite proud of this list cycle trick, here's how to turn it into an

PRI BY WLy % B B S EE R M8 T — N RER R | R T

MR —NIA=tE B "= BIFZZNEA PATHALLOC jtt,
A=tk PathRecord.next RAEIEELEXAE, MAEEEC:
PathRecord->next = PathRecord;

PathRecord->prev = (PVOID)(0x42424242);
PathRecord->flags =0;

XMTHE S win32kIEPATHOBJ::bFlatten() 1& /7 sk Rt FE £ GBI :
BOOL EPATHOBI::bFlatten()
{
for (PATHRECORD *ppr = ppath->pprfirst;
ppr != (PPATHREC) NULL;
ppr = ppr->pprnext)

if (ppr->flags & PD_BEZIERS) // RET s R&75 PD_BEZIERS iR, ZEMEHHAIIZIA I
{

ppr = pprFlattenRec(ppr); // FATABUER 28 TFH1




NAFE=ME — SIS AFER

http://seclists.org/fulldisclosure/2013/May/91
PATHRECORD
pprnext ]

pprprev
flags=0
count
— Ring-3
ppr o
PATH PATHALLOC 01 Ring-0
ppachain PATHRECORD PATNRECORD PATHRECORD
pprfirst —> | pprnext pprnext —|s [ pprnext >
pprlast <— | pprprev pprprev <}— | pprprev
| flags PD_BEZIERS flags
count count count PATHALLOC:freelist
""""" #define FREELIST_MAX 4
3EER
HEN=TRARE%B PD_BEZIERS #x nes
%, FRATAGISH EPATHOB):bFlatten PATHRECORD Hrec
PIFERY (T FEIEMEM, pormext = PATHRECORD
pprprev Ring-3
Hok, SEEFASTREN, JRF s PATHRECORD
REAMRIGEIAE E 2 &IER S A0 count PATHRECORD
'ﬁg . Ring-3
° PATHRECORD

WangYu, All Rights Reserved.

NAFE=ME — SIS AER

http://seclists.org/fulldisclosure/2013/May/91
ppr 8
PATHRECORD_2 PATHRECORD_1
pprnext <«—— | pprnext [ —
oxcceecece Thresd? pprprev
PD_BEZIERS flags =0
count count
Ring-3
ppr Ring-0
PATH PATHALLOC 01 g:
ppachain PATHRECORD PATNRECORD PATHRECORD
pprfirs[ —_ pprnext pprnext — pprnext — e
pprlast <— | pprprev pprprev <}— | pprprev
| flags PD_BEZIERS flags
count count count PATHALLOC: freelist
""""" #define FREELIST_MAX 4
aan
715 BR
HWULIERRAE, TRARER, Ring-3
PATHRECORD PATHRECORD
EH 3': PATH RECORD_Z T.l ,‘“E’JE Ii@ pprnext - PAT;’:I;E-CBORD
5 PD_BEZIERS #7i&, XEBKE pprprev Ring-3
EPATHOB]::bFlatten FIFETEMBIAZ]X flags PAT:iEEgCBORD
Iy count "
MREEENtTRASHRER 00000 PATHRECORD
EPATHOBJ::pprFlattenRec Ring-3
PATHRECORD

WangYu, All Rights Reserved.




MABE=ME — FAIXERT

PPATHREC EPATHOBIJ::pprFlattenRec(PATHRECORD *ppr)

{
// 1. create a new record ppr
if (newpathrec(&pprNew,&maxadd,MAXLONG) != TRUE)
return (PPATHREC) NULL; PATHRECORD_1 PATHRECORD_2
. . pprnext > | pprnext
// 2. init some fields (count/flags ...) pprprev oxceccecee
pprNew->count = 0; flags = 0 PD_BEZIERS
pprNew->flags = (ppr->flags & ~PD_BEZIERS); 285 =
count count
// 3.init the prev-link of the new record [ - Ring-3
pprNew->pprprev = ppr->pprprev; .. ne> .
if (pprNew->pprprev == (PPATHREC) NULL) PATHRECORD  Ring-0
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst) Cpprmext |
EISe rprev
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node :p P
ags
AAAAAA count
S (e

MABE=ME — FAIXERT

PPATHREC EPATHOBI::pprFlattenRec(PATHRECORD *ppr)
{
// 1. create a new record ppr
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
return (PPATHREC) NULL;

PATHRECORD_1 PATHRECORD_2
L . pprnext N pprnext
// 2. init some fields (count/flags ...) oprprey oxceccccce
pprilew >count = 0; fl =0 PD_BEZIERS
pprNew->flags = (ppr->flags & ~PD_BEZIERS); ags = a
count count
// 3. init the prev-link of the new record [

pprNew->pprprev = ppr->pprprev; .. R_ |ng3
if (pprNew->pprPrev == (PPATHREC? NUL!.) ) PATHRECORD  Ring-0
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst) (pprmext |
else rprev
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node :p P
ags
AAAAAA count




MAE=FER — FANIXERT

PPATHREC EPATHOBI::pprFlattenRec(PATHRECORD *ppr)
{
// 1. create a new record ppr
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
return (PPATHREC) NULL;

PATHRECORD_1 PATHRECORD_2
. . pprnext —> | pprnext
:w/p)fﬁg]\:-iig]uenzle—lrés. {count/flags ... pprprev 0xCceeeeee
pprNew->flags = (ppr->flags & ~PD_BEZIERS); flags=0 PD_BEZIERS
count count
// 3.init the prev-link of the new record [

pprNew->pprprev = ppr->pprprev;
if (pprNew->pprprev == (PPATHREC) NULL)
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst)

PATHRECORD ~ Ring-0
pprnext

else

pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node g"cccccccc
ags
AAAAAA count

NAFE=ME — SIS AER

PPATHREC EPATHOBJ::pprFlattenRec(PATHRECORD *ppr)

{
// 1. create a new record ppr
if (newpathrec(&pprNew,&maxadd, MAXLONG) != TRUE)
return (PPATHREC) NULL; PATHRECORD_1 PATHRECORD_2
. . pprnext > | pprnext
// 2. init some fields (count/flags ...) pprprev OxCeCeeeee
pprNew->count = 0; flags =0 PD_BEZIERS
pprNew->flags = (ppr->flags & ~PD_BEZIERS); 85= =
count count
// 3. init the prev-link of the new record [ Ring-3
pprNew->pprprev = ppr->pprprev; .. ne> .
if (oprNew->pprprev == (PPATHREC) NULL) PATHRECORD  Ring-0
ppath->pprfirst = pprNew; // either insert the record to the head (pprfirst) Cpprmext |
else
pprNew->pprprev->pprnext = pprNew; // or insert the record to the prev node z"cccccccc
ags
count
y T [0xCCCCCCCC + 0] = pprNew; // Arbitrary Address Write Bug !~

FATX [E12) T 24388 EPATHOBJ::pprFlattenRec I T, FiDBFAIZFHRRTHIF X
EPATHOBJ::bFlatten {EF3RG ?

F—R: MARRENE, MERAZEER; EEZ‘K BRER AR, FEIARLES,
MERANANTEAN —— MANRBEREHTESMUESA,

LR AR R SR B 2550 B SR write-4 [0)88l, B—EEIENE: AEHUSAE,
SAHERRE, H pprNew f9EHHE,




FIEZEFEE — Home Run !

write-4 IR AARRS, tEWNEE ms08-025 MFIAA,
FBEEM S B #R$E[E nt!HalDispatchTable + 4,

ppr

PATHRECORD_2
MR A call [nt!HalDispatchTable+0x04] #IIE{EENE IS call B ntlHaI‘;pi;:u::thable o
pprNew &, Ej (F—X) EEMUEARRZ pprNew K& oo sEziERs
i‘lt" cant
ERAFRA Tt —EALE pprNew+0x00 &R — L BT AHITAIZR oo Ring3 _
&, ;) nt!HalDispatchTable PATHRECORD ~ Ring-0
BIBEONMNFHNAESE, “00 o
E:_F?EE Jmp 0 E%E%?ﬁﬂ*itﬂﬂ%ﬂ +04 nt!HalDispatchTable + 4
pprNew->pprnext = ppr->pprnext; EAIRHE o
FTRL IR B,

HE_EEEWJ

EZEMIE pprNew->pprnext->pprprev = pprNew;
EIWNEERIBENUNF L REZTZEMEF, BINSRIEEZR
pprNew 5 AR TIE IR E S B HR,

x64 IR A7 VAN LR HEAR AL,

FFASEMMEE — PR ELER

jump to nt!HalDispatchTable stack

Page Pool NX

patch MM_USER_PROBE_ADDRESS /
MM_HIGHEST_USER_ADDRESS
and using (return to) Zero-Page

NULL-Pointer Dereference
Mitigation

the others ring-3 shellcode
CR4.SMEP
kernel gadget & ROP
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RYVIALTTRLEY
TRREARR }

BRIEIBERE
BRINAEE MR }

RITIRIZIR IR
S5|ISABRFRERFS
bFlatten $$7RIEH LFDHF R YA L RIRIR EHE S ST RE S }

PATHALLOC ATty BT iE 5%

Ring-0

Ring-3

~ LIRS
@ RS T A {*ﬁ'm’ﬁ’ﬂ PR
5 BPTESHOTET | s mEstois

o et NS : MR TH

ERATFEADMNLIMNEG, ERRERAENTRF[IA




BES5ET

MEERNAEER:
RBRIFAM, XKASFH, FERERE, BRGNS TEE
MEGHAEEER:

EHELR, RAMBEHB ?
TEZIE, /TN, EAMREAR R AR

MERRE / EREEMNABEER:

MEMTmBELERERINREE ? XAESHRAM TIE
FE—ABMUERZ DI R] I TREAN T 2ER

BES5ET

HERYw,
WHERZ—UHRLE,
WRTHE BT AR 8252 XK,

EPATHOBI::pprFlattenRec(ppr)
CVE-2013-3660
5-Dec-1990 — 9-Jul-2013

@

%




Dig-it !

WinDbg:

Command - Kernel ‘com:pipe,port=\\.\pipe\com_1,baud=115200,reconnect’ -

VRECERISTEINE . MBEWARETN.
BOSIRSEANRER | REHIFMRER. (R 0%)

SORRATRESAR , WELIMEES R R
VIDEO MEMORY MANAGEMENT INTERNAL

Bt !

P1P1Winner PJF Bugvuln Roycelu
YaoTong PaulFan MJoo11
HIT Committee guysin the 2B# - 14F

Tavis Ormandy
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